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The Network Automatio!

When pharmaceutical companies begin their enterprise network automation journeys, top of mind is enhancing
network security, increasing agility and ensuring business continuity. No matter what path they are on as they
move from manual and scripted network management to code-free, error-free automation, they share some
FRPPRQ JURXQG RQ ZKDW XUJHQW FKDOOHQJHVY WR WDFNOH “UVW

This collection of network automation use-cases is designed to help pharmaceutical

companies learn from each other about the common challenges they face, the

NH\ OHDUQLQJYV WKH\ JDLQ DORQJ WKH ZD\ DQG WKH EHQH*“WV WKH\ H[SHU
a result of putting intelligent network automation to work on some of

their most pressing network challenges.

The Gluware® Intelligent Network Automation software

suite delivers the features, simplicity and reliability

pharmaceutical companies seek today to discover,

DXWRPDWH DQG RUFKHVWUDWH WKHLY FRPSOH[ PXOWL YHQGRU
multi-domain, multi-cloud network environments.

To prevent network outages, manual errors and

security issues, many global enterprises use

the Gluware platform for an intent-based and

declarative approach to automating their

mission- critical networks.

$vV \RX H[SORUH WKHVH WRS QHWZRUN
automation use cases and the IT challenges

they present to pharmaceutical companies

today, you will learn more about the ways

that Gluware is solving these problems

for customers today.

[gluware

Intelligent Network
Automation
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(
. Inventory and Asses:
Understanding the current status of the network, including vendors,
operating systems, OS versions and vendor supportability, is critical to
the network automation journey. The inventory should be complete
and accurate. If a device or devices are not tracked, it could allow
access to the network. In addition to deeply understanding the
composition of the network, intent-based network automation
DOORZV URJXH GHYLFHV WR EH LGHQWL“HG LQFOXGLQJ XQDXWKRUL]JHG
QHWZRUN KDUGZDUH “UPZDUH RU VRIWZDUH LQFOXGLQJ ZLUHOHVYV
access points and switches under desks. As many network
executives, architects and operations teams know, such intrusions
can be real-world vectors for enabling dangerous cyber-attacks or
data theft. The process of conducting network inventory consists
of several steps, typically performed by different systems including

device discovery, hardware and software inventory and using the
inventory data to drive best practices.

CHALLENGES GLUWARE SOLUTION

No accurate source of Run on-demand discovery
truth ) .
Import or discover devices

Lack of standards
enforcement Get to a known state

Keeping up with Plan OS upgrades to enable features and prevent network risk

vendors 3rd party API calls for Cisco SmartNet, EOS/EOL, PSIRTs (Cisco), and

Overlooked NIST API integration for multi-vendor CVE'’s

fundamental step $XGLW IRU FRQ“J VWDWHPHQWY UHODWHG WR NQ

Discover devices on your network with Gluware

MUHE Assess EoX, SmartNet status and vulnerabilities (PSIRTs) with Gluware

Use OS Manager to automate FW / SW updates with Gluware

ORQLWRU QHWZRUN GHYLFHV IRU FRQ“J GULIW DQG LGHQWL

SHUIRUP DXGLWV RI QHWZRUN FRQ“JXUDWLRQV ZLWK *OXZ
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‘ Enhance Security

Ensuring network security is paramount for network automation.

Intent-based and declarative automation works on many levels to

ensure security for the network. Intent-based network automation

VROXWLRQV LGHQWLI\ SRWHQWLDO VHFXULW\ DQG FRQ“JXUDWLRQ LVVX
with drift, compliance and audit detection and can remediate

FRQ“JXUDWLRQ FKDQJHVY DQG DFFHOHUDWH 26 XSJUDGHV GRZQJUDGHV

and patching. When automating a network, it is important to work

ZLWK D VROXWLRQ WKDW FDQ DFWLYHO\ LOWHUURJDWH WKH QHWZRUN W
violations and make changes using each vendor’s unique CLI with

common policy enforcement for features like authentication, access

control lists, SNMP, password management, and more.

CHALLENGES GLUWARE SOLUTION  ~“~-_

Avoid costly downtime e $XWR GLVFRYHU\ RI WKH QHWZRUN DQG GHYLFH
management

Decrease vendor
vulnerabilities * Assess the operating systems running on network devices including
integration with Cisco support APIs for knowledge of vulnerabilities (PSIRTs

SPSURYH FRQ"JXUDW Ligsfbd), and NIST API integration for multi-vendor CVE’s
integrity

e Automate OS upgrades, patches and downgrades to ensure that only

Upgrade and patch stable, reliable and approved software are running
at scale for rapid

response $XWRPDWH QHWZRUN FRQ“JXUDWLRQ UHODWHG

) authentication, password management, ACL policies, etc.
Address compliance

Deploy new security features like Network Admission Control (NAC) on
switch ports

5HDO WLPH YLVLELOLW\ RI PDQXDO FRQ“JXUDWLRQ F

View progress towards compliance with dashboards

Discover devices on your network with Gluware

Assess EoX, SmartNet status and vulnerabilities (PSIRTs) with Gluware
Automate OS management (upgrades, patches, downgrades) with Gluware

Automate Network Admissions Control (NAC) deployment with Gluware
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@ Minimize Downtime ¢

Analysts state that approximately 70% of all network outages are traced to human error and Network
Operations spends 80%+ of their time trouble-shooting these issues. This is because networks are built over

PDQ\ \HDUV DQG PRVW KDYH VLJQL“FDQW WHFKQLFDO GHEW LQFOXGLQJ |
EORDWHG FRQ“JXUDWLRQV 6LQFH PRVW QHWZRUN FKDQJHYVY DUH VWLOO ¢
companies are increasingly vulnerable and more prone to costly network outages. Any downtime for a
SKDUPDFHXWLFDO FRPSDQ\MV SURGXFWLRQ IDFLOLW\ FDQ KDYH D VLJQL"
DXWRPDWLRQ WR LQYHQWRU\ DXGLW XSGDWH DQG HQIRUFH FRQVLVWH
reduce outages by 90+%.

CHALLENGES GLUWARE SOLUTION

Outages caused by e Standardize the operating systems running on network devices,
manual errors ensuring only approved software images are running

Unauthorized changes « &RQWLQXDOO\ PRQLWRU QHWZRUN IRU FRQ“JXUD

ZKHQ DQG H[DFWO\ ZKDW FKDQJHV KDYH EHHQ G
ODQXDO FRQ“JXUDWLRQ

changes * 3HUIRUP LQLWLDO DXGLW IRU LRXW RI SROLF\M F

Time-consuming Automate network policies by feature to ensure approved
troubleshooting FRQ“JXUDWLRQV

Manual processes Preview automated changes before applying
including outdated )
scripts Automate troubleshooting processes
&RQYHUW PDQXDO SURFHGXUHV DQG SURFHVVHV

'DWD PRGHO PDQDJHG FRQ“JXUDWLRQ IHDWXUHYV
declarative and intent-based engine at scale

Automate OS management (upgrades, patches, downgrades) with Gluware

ORQLWRU QHWZRUN GHYLFHV IRU FRQ“J GULIW DQG LGHQWL
SBHUIRUP DXGLWV RI QHWZRUN FRQ“JXUDWLRQV ZLWK *OXZ
Automate network troubleshooting with Gluware

Automate repeated processes and procedures with Gluware
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‘ Enable Compliance

FDA and SOX compliance are critical to every pharmaceutical company. Implementing the ability to audit and
ensure compliance is an integral component to satisfy 3rd party auditors to meet requirements.

CHALLENGES GLUWARE SOLUTION

e Paper policies e Audit the hardware inventory and current operating systems
and standards not
implemented on the e (DV\ WR FUHDWH &/, DQG 5HJ([ EDVHG UXOHYV
network

e Internal, 3rd-party and ad-hoc audits

e Requirement for 3rd

party compliance e $XWRPDWH RQJRLQJ FRQ“JXUDWLRQ DXGLWV

(FDA, SOX) « $XWRPDWHG RQJRLQJ PRQLWRULQJ RI FRQ“JXUDYV
*Need for ad-hoc « ,PSOHPHQW VWDQGDUGVYV EDVHG FRQ“JXUDWLRQV

audits related to

vulnerabilities . =HUR 7RXFK 3URYLVLRQLQJ =73 WR LPSOHPHQW

- _ the start

e Ability to audit

hardware inventory e Automate changes across the network

and operating systems . ) ] )

running as well as * Remediate devices that fail audits

WKH FRQ“JXUDWLRQ
components running
on each device

5HDO WLPH YLVLELOLW\ RI PDQXDO FRQ“JXUDWLF
messages

* View dashboards showing progress toward compliance
FRQ“JXUDWLRQ SROLF\ FKDQJHV 26 XSJUDGHV

Audit your network inventory with Gluware
BHUIRUP DXGLWYV RI QHWZRUN FRQ“JXUDWLRQV ZLWK *OXZ
ORQLWRU QHWZRUN GHYLFHV IRU FRQ“J GULIW DQG LGHQ

,PSOHPHQW VWDQGDUG QHWZRUN FRQ“JXUDWLRQV ZLWK *(

Automate OS management (upgrades, patches, downgrades) with Gluware

Automate multi-cloud infrastructure with Gluware
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‘ Driving Digital Transt
And Accelerating Cla

SKDUPDFHXWLFDO FRPSDQLHVY DUH DFFHOHUDWLQJ OFORXG “UVWP V
consuming Software as a Service (SaaS) and moving workloads to

the cloud via Infrastructure as a Service (laaS). SaaS and public cloud

infrastructures have proven to drive agility, scalability, availability and

align cost with consumption. Enabling a pharmaceutical company to

move from on-premises services, like mail servers and storage, to SaaS

EDVHG VHUYLFHYVY OLNH OLFURVRIW FDQ PHDQ VLIJQL“FDQW FKDQJH\
QHWZRUN WUDI*F SDWWHUQV 7KLV ZLOO UHTXLUH D QHWZRUN UH DUFKI
DW OHDVW D UHFRQ“JXUDWLRQ DQG PRVW OLNHO\ DQ LWHUDWLYH UHFI
process to improve end-user performance.

CHALLENGES GLUWARE SOLUTION

Driving digital * Perform a network inventory

transformation , . . "
(Al, wearables) Network-wide QoS policy automation for critical apps at scale

Time to market ,WHUDWH RQ 4R6 FKDQJHV DV WUDI“F SDWWHUQV
Direct impact on network *HW WR D NQRZQ JRRG FRQ“JXUDWLRQ VWDWH

&KDQJH LQ WUDI“F Plan OS upgrades to enable features

patterns Automate OS upgrades/downgrades

Internet breakout $XWRPDWH ZLWK *OXZDUH &RQ“J ORGHOLQJ

Distributed security e Network-wide QoS for backhaul

DV LW H[WHQGV LQWR sbegatpreakout for Internet
cloud infrastructures e 'LVWULEXWHG “UHZDOO UXOHYVY DQG GHYLFH DF

e Public multi-cloud network infrastructure

Perform a network inventory with Gluware

$XWRPDWH FRQ“JXUDWLRQV DQG JHW WR D NQRZQ JRRG V!
OS management (upgrades, patches, downgrades) with Gluware
$XWRPDWH FRQ“JXUDWLRQ SROLF\ OLNH 4R6 WR HQDEOH \

Automate multi-cloud infrastructure with Gluware
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. Accelerate Mergers
and Acquisitions

Network technical debt is the accumulation or acquisition

through consolidation / M&A of aging devices, old operating

VI\VWHPVY XQQHFHVVDU\ RU SDUWLDO FRQ“JXUDWLRQV DQG YDULDQFHV LQ
deployments. This technical debt increases the cost of maintaining

and operating the network. In some cases, technical debt

GHFUHDVHYVY SURGXFWLYLW\ DFURVV WKH HOQWLUH RUJDQL]DWLRQ ZKLFK FL
be expensive. Often pharmaceutical companies are forced into

unnecessary hardware upgrades to achieve automation, which is

DQRWKHU “QDQFLDO LPSDFW RI WHFKQLFDO '‘GHEW $XWRPDWLQJ LV D FULW
VWHS WR RSWLPL]LQJ WKH QHWZRUN E\ LOQYHQWRU\LQJ DOO WKH GHYLFHV U X
RQ WKH QHWZRUN VWDQGDUGL]LQJ SODWIRUPY DQG RSHUDWLQJ V\VWHPYV
PLQLPLJLQJ FRQ“JXUDWLRQ FRPSOH[LW\ ZKLOH HQIRUFLQJ VWDQGDUGV

CHALLENGES GLUWARE SOLUTION

Consolidation and M&A Inventory and assess the network

Ongoing inventory ,PSOHPHQW FRQ“JXUDWLRQ VWDQGDUGYV
of all devices on the
current and growing Plan OS upgrades to enable features

network, resulting from

consolidation Automate OS upgrades/downgrades

&KDQJH LQ wuDi<F "~ $XWRPDWH FRQ"JXUDWLRQ PDQDJHPHQW

UHTXLULQJ FRQ"JXU DMitbRdk network-wide QoS
change

- * Automate SNMP and NetFlow for monitoring
Internet reachability

and policy e $XWRPDWH ORFDO EUHDNRXW DQG UHODWHG FRQ

Distributed security e $XWRPDWH GLVWULEXWHG “UHZDOO UXOHYV

M"H[ Perform a network inventory with Gluware
$XWRPDWH FRQ“JXUDWLRQV DQG JHW WR D NQRZQ JRRG V!
OS management (upgrades, patches, downgrades) with Gluware

$XWRPDWH FRQ“JXUDWLRQ SROLF\ OLNH 4R6 WR HQDEOH \]
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‘ Make NetOps More

Pharmaceutical company requirements are constantly changing,

DQG ,7 RUIJDQL]DWLRQV PXVW KDYH WKH DELOLW\ WR EH UHVSRQVLYH WR (
just common and standard change requests, but to unplanned

changes as well. Network changes implemented manually or that

UHTXLUH WKH GHYHORSPHQW DQG WHVWLQJ RI VFULSWYV ZLOO VLJQL“FDQ
LPSHGH WKH DJLOLW\ RI DQ RUJDQL]DWLRQ 2XWVRXUFLQJ QHWZRUN
FKDQJHY DOVR FRPHV ZLWK VLJQL“FDQW GHOD\V DQG FRVW (QDEOLQJ
the network team with advanced networking automation

technology that does not require all the manual building and skill

set development will accelerate changes, enabling agility to meet

business needs.

CHALLENGES GLUWARE SOLUTION T~

Days, weeks or months %XLOG DXWRPDWLRQ SROLF\ IURP FXUUHQW FRQ"
to complete broad modeling tools

network changes .
Rapidly automate reference features

Manual and reactive .
processes IDWLYH &/, VXSSRUW IRU FRQ“J VWDQGDUGV

6LORHG H[SHUWLVH Quadly ftaasition from test to production

ZRUNtRZV e $XWRPDWH FRQ“JXUDWLRQ PDQDJHPHQW

Delays due to

. Automate network-wide changes
outsourcing

Delays due to script Preview changes before writing to network

development, testing $XWRPDWH UHSHDWHG WDVNV ZLWK :RUNtRZV
and maintenance

&XVWRPL]HG VWHSZLVH H[HFXWLRQ RI FRPPRQ W

Intelligent network automation and dynamic creation of policy with Gluware

$XWRPDWH VWDQGDUG QHWZRUN FRQ“JXUDWLRQV ZLWK *O

Automate repeated processes and procedures with Gluware
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. Manage Network
Lifecycle

/

/
Network automation is sometimes thought of only in the context /

RI DQ LQLWLDO FRQ“JXUDWLRQ RU D OLPLWHG VFULSWHG GD\ FKDQJH
Automation should be thought of in the context of full lifecycle I

management of each network device and the services running on

top of the network. The most challenging task is automating the

FXUUHQWO\ GHSOR\HG OEURZQ“HOGP QHW%RUN DQG JHWWLQJ WR D NQRZQ
good state. Lifecycle management involves automating the initial

deployment along with all related moves / adds / changes the

business requires. This ranges from low-level policy changes to

new end-to-end service deployments. Network automation is the

key enabler to lifecycle management.

CHALLENGES GLUWARE SOLUTION

Initial provisioning of $XWRPDWH QHWZRUN FRQ“JXUDWLRQ PDQDJHPHQ

devices S
ZTP or “advanced” provisioning

Management of
devices resulting from ORGHO HQWLUH FRQ“JXUDWLRQ RU VWDUW VPDO

consolidation / M&A Centralized control of policy

Staging of OS Version control

Ongoing moves, adds
and changes

Ability to automate vendor / device swap

Upgrade / swap of Automate OS upgrades
devices Advanced network-wide updates
New site deployment $XWRPDWH UHSHDWHG WDVNV ZLWK :RUNtRZV

Site refreshes &XVWRPL]JHG VWHSZLVH H[HFXWLRQ RI FRPPRQ W

$XWRPDWH QHWZRUN FRQ“JXUDWLRQ PDQDJHPHQW ZLWK *

OS upgrades with Gluware

Automate repeated processes and procedures with Gluware
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‘ Manage OS

s
/s

/7
8SJUDGLQJ QHWZRUN GHYLFH “UPZDUH VRIWZDUH LV D FRPSOH[ DQG
challenging task for IT operations, given that it introduces change— /
and therefore risk. It requires a highly coordinated effort to /
PLQLPL]H GRZQWLPH HVSHFLDOO\ ZKHQ GHDOLQJ ZLWK FRPSOH[ PXOWL
vendor, multi-operating system, and multi-domain networks. For /

HIDPSOH ,7 RUJDQL]DWLRQV PD\ WU\ WR/OLPLW “UPZDUH VRIWZDUH
changes such as OS upgrades on their network equipment to |

once a year or security patching on an as-needed basis only. |

Security vulnerabilities are the most urgent requirement and \

are the top priority for IT leadership because of the current

KLJK SUR“OH KDFNV WKDW DUH QHJDWLYHO\ LPSDFWLQJ SKDUPDFHXWLFC
FRPSDQLHY RSHUDWLRQDOO\ “QDQFLDOOi DQG SXEOLFO\ 7KLV GULYH
the requirement for network management teams to automate
network OS changes and security patching at scale much more
IUHTXHQWO\ WR PLQLPL]H ULVNYV

\
\

\
N\

CHALLENGES GLUWARE SOLUTION

Vendor vulnerabilities Device management to inventory and assess

Upgrading equipment Automate operating system updates and security patches quickly
to use new features and at scale

OS going EOS / EOL e Centralized organization and control

5LVN\ DQG FRPSOH¢t Elimination of manual, error-prone processes

manual processes for
upgrades that differ * Pre-checks and post-checks performed

on a vendor and a

platform basis Integrate drift snapshots and state assessment

Track progress using OS upgrade dashboard view

Use Device Manager to inventory and assess your network devices with Gluware

Use OS Manager to automate FW / SW updates with Gluware

ORQLWRU QHWZRUN GHYLFHV IRU FRQ*“J GULIW DQG LGHQW
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Consolidate and
Integrate

There is no shortage of tools and systems for NetOps teams to

XVH ZKHQ SHUIRUPLQJ QHWZRUN PDQDJHPHQW 7KLV LV D VLJQL*“FDQW
part of the challenge when managing networks, since there are

VR PDQ\ IUDJPHQWHG VROXWLRQV IRU VSHFL“F YHQGRUV RU SXUSRVHV
including commercial legacy / vendor tools and home-grown

solutions that have been built over years. These existing legacy

tools and processes often impede the ability to implement change

when it comes to network automation. With the current demand

RQ ,7 RSHUDWLRQV LW LV WLPH WR FRQVROLGDWH DQG PRGHUQL]JH QHWZF
management and automation. Modern technologies like intent-

based networking, data-modeling and API integrations must be

embraced to meet business needs for agility and security with stability.

CHALLENGES GLUWARE SOLUTION

Too many multiple Multi-vendor, multi-platform
legacy tools that don’t )
meet current needs Unify management across vendors

Too many manual $ELOLW\ WR FR H[LVW

processes Automate as much, or as little as needed to get started

Home-grown scripts API integrations with products like Ansible

Management systems

t0 integrate Ability to rapidly integrate 3rd party API

IRU H[DPSOH ZLWK ,3%$0 RU WLFNHWLQJ V\VWH

Published APIs so 3rd party systems can interact programmatically

Leverage the GIUAPI to automate your network programmatically with Gluware

Understanding and using the Gluware API

Automating with Ansible and leveraging API integration with Gluware
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Gluware Solutions for tr
Pharmaceutical Industr

STARTING THE JOURNEY

When your team is ready to begin it's network automation journey towards code-free, error-free security and agility,
*OXZDUHp ,QWHOOLJHQW 1HWZRUN $XWRPDWLRQ GHOLYHUV WKH FDSDELOLW

« )OH[LEOH $XWRPDWLRQ 2Q SUHPLVHV RU FORXG GHOLYHUHG 2QH D:
- ([SDQGHG 9HQGRU 6XSSRUW *URZLQJ OLVW RI SODWIRUPYV

« ,QFOXVLYH (QYLURQPHQWYV OXOWL YHQGRU _ 0XOWL GRPDLQ _ 0XOW
« 4XDOLW\ 8VHU ([SHULHQFH (QWHUSULVH FODVV IHDWXUHV DQG GDV|

OXOWLSOH 3D\PHQW 2IIHULQJYV *HW VWDUWHG \RXU ZD\

WHEN YOU ARE READY TO GET STARTED, OUR TEAM

OF AUTOMATION SPECIALISTS ARE HERE TO HELP

. 2020 L Street, Suite 130, Sacramento, CA 95811 | www.gluware.com
Intelligent Network

Automation © 2022 Gluware, Inc. Other names and brands are the property of their respective owners.



